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Seven Strategies to Defend ICSs

Implement Application
Whitelisting — 38%

Implement Secure
Remote Access — 1%

Ensure Proper
Configuration/Patch
Management — 29%,

Reduce your
Attack Surface
Area — 17%

Monitor and

-
/)

Respond — 2%
Manage Build a Defendable
Authentication — 4% Environment — 9%

Percentage of ICS-CERT FY 2014 and FY 2015 Incidents Potentially Mitigated by Each Strategy



